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r|£-€,| Appliance g

Current Directory: insconfiglss! A Find &) 2o Ul Un g Creste Directory |
Name Type | I l 1
=] ns-root key File 2 [CTHERLI- 5 EIRLET,

El ns-root.req File : : : :

[£] ns-root cert 1,268 7, 4 08, 2009 #*, 408, 2009
[E] ns-server key File 887 %, 4 08, 2009 #, 408, 2009
=] ns-server.rag File 672 7, 4 08, 2008 #, 408, 2009
=] ns-root s File 3 %, 4 08, 2009 . 408, 2009
=] ns-servercen File 1,249 ., 4 08, 2009 . 408, 2009
=] test_key Fie 887 , 4 08, 2009 7, 408, 2009
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WEICHRLTABALET, Key Fie Name* |imsconfig/ssiitest_key | [ Browse.. |
\sz Format @ peM () DER TARTAV T 4y 14— LIEREA
e rosprase o encpresken | _ o EA TN B AT
- Distinguished Name Fields 3, Country Name & JAPAN Z3Z3RL
Common Ngme* | www.test macnica.cojp | StatefProvince Name* [Kanagawa | —C<Eél(’\°
City [Yokohama-shi | |Emai Adaress | |
Organization Name* | Macnica networks | OrganizationUnit  |sales // ’ |
Country Name*  |JAPAN -
- Atribute Fields // : |
Challenge Password | i Compamy Namglj/l | |
/
@) Help / Create Close
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@ HTML Injection 3 ) Create RSA Key
{J Load Batancing Create DSAKey
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r|£-é.| Manage Certificates / Keys / CSRs
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Current Directory: /nsconfig/ss! Q FAnd @ Back @ Up ( Create Direcm)r_',r|
Name Type | Size (bytes! : 3
@ ns-root. key File | @‘6 [:-Cﬂsﬂi LT:%%&JE*R l,i'é’ o
@ ns-root.req File 672
=] ns-root.cert File 1,269 7, 4 08, 2008 7, 4 08, 2008
[£] ns-server key Fie 837 %, 408, 2009 7, 4 08, 2009
[E] ns-serverreq File 672 . 4 08, 2009 #, 408, 2009
£] ns-root.srl 3 7, 408, 2009 7, 408, 2009
£] ns-server.cert Fie 1,249 7, 4 08, 2009 7k, 4 08, 2009
SHesttey Ez 337—3«—4—&3—2999—3&4—&3—29997 : —4-68;
| =] test_req File 749 7, 4 08, 2009 #, 408, 2009
% Upad...| % Downlcad.) (2] view.. k) Remove |
@ tep <8 Quick Link
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Download Files [&]

File(s)

@ test req

Click "Downlcad™ button to start the download.
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| SaveinlC:‘.cer || Browse... _J |

|:| Close this window after successful download
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9, EIR%. EEA & Y Manage Certificates/Keys/CSRs #:ZER L. Upload RE2 %4
w9 LET,

|£| Manage Certificates / Keys [ CSRs M
Current Directory: nsconfigissl 2 Find & 2= Gl U (d Create Directory |
Name Type | Size (hytes)| Modified Date | Accessed Date
[£] ns—root key File 887 7, 4 08, 2009 &, 408, 2009
[£] ns-rost.req File 672 %, 4 08, 2009 #*, 408, 2009
[£] ns-root cert Fie 1,269 7, 4 08, 2009 7, 408, 2009
[E] ns-server key File 887 &, 4 08, 2009 #*, 408, 2009
[E] ns-server.req File 672 &, 4 08, 2009 #*, 408, 2009
[E] ns-roct.sr File 3 %, 408, 2009 #*, 408, 2009
% ns-server.cert Fie 1,249 &, 4 08, 2009 7, 4 08, 2009
[E] test_key File 887 7, 4 08, 2009 , 408, 2009
[£] test_req File 749 %, 4 08, 2009 , 408, 2009
| 3 um..l& Download... [0l View.. k] Remove |
@ tep <8 Quick Link
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N59.0: Build 67.7, Date: Mar 18 2009, 13:37:27
NetScaler : ! !

16.96.30(ns)

Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout

| Refresh ANl

Welcome nsroot@172.

Settings Save Help

| 2, Ena| @ Refregh

| status
Vaid

| »

\.BMdtoFavorim| &) Help

| Exepiry Date: | Days to Expire|
Feb 17 22:51:... 5794

2 ) NetScaler 172.16.96.30
J system
) Network
iJ bns
EREED
[Cerificates|
_I Cipher Groups
Ocm
[ Poiicies
) s5L Officad
) AppExpert
‘Lﬂ Compressicn
(i@ Integrated Caching
i[j Protection Features
{@ HTML Injection

‘ Format
... PEM

Name

ns-server-certificate

m

Details
ﬂ[aa Feature is disabled.

5..¢ Favorites

Ho ftem selected.

gJgu.ujckl_irm:g

[ Ada |-d;::sie &) Detsis . ] Remove o Unk. g Unink

<D cert Links ‘

Copyright{®) Citrix Systems, Inc. All rights reserved.

@ Fzady [t tom [ Y rarout

2. RGEAEEHRET S0,

=71y L.

SEAREZEAZIRL T, Select #21)vwH LET,

AAELRORTHEANLET ., TDK. Browse RE2 »

| £ Install Certificate

[

|C§rtiﬁcate—i(ﬁy Pair Name* |nidcle1_oertiﬁc‘ate

r Details
Certificate and key fies are stored in the folder /nsconfig/ssll on appliance.

Certificate File Name* |

Prigatei-(ﬁyl-‘lel‘dm‘el

i B MRELRORTRAEANLET,
Browse (Appliance) = (2 [—T=eT

| @Erﬂm(mw) = =] Insert |

= 3@4: MEHEEERLES.

Password |
Certifcate Fd Select certificate file
Current Directory: insconfig/ss! @ Fnd & Back W@l Un (G create Direciury|
Notify When
Name Type | Size (byles)| Modified Date | Accessed Date
Motification P{ | ] ns-root key File 887 7, 4 08, 2009 X, 408, 2009
[£] ns-root.req File 672 %, 408, 2009 7, 408, 2009
=] ns-root.cert File 1,269 %, 4 08, 2009 7, 408, 2009
[E] ns-server key File 887 %, 408, 2009 *, 408, 2009
g Help k‘-s g =] ns-server.req File 672 %, 408, 2009 x, 408,
=] ns-root srl File 3 7, 408, 2009 *, 408,
=] ns-server.cert File 1,249 *, 4 08, ~408,
[5] test_key File 03 %, 408, 2009
=Hestrag Eis %408 2000 4 08 2008
| =] middie1.cer File 1,532 %, 4 08, 2009 *, 4
= mddie2 e e 36— 082009 —+f8-2609
[E] test.cer File 1,602 7, 4 08, 2009 7, 408, 2009
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3. BRLAAENRTEINTNSC EZHRELT, Instal | K2 &2V UV I LET,
PREGEHAENES. BORERFLEHY FHA
ABITEHHEEERAEZ 2 O2FERALEIDNT. H 5 —ADHREEAELRFRICKRELES .

] Install Certificate S5

Cerificate-Key Pair Name* |middie1_certficate |

Detais
Certificate and key files are stored in the folder /nsconfig/ssl on applance.

Certificate File Name* |/nsconfigissimiddiet cer || 2] Browse (Appiance) = ] Inoo |
Prvate Key Fik Name | | &) Browse (ppiance) ~ 2 oo |
—— | |

Certificate Format ~ (3) PEM () DER

Notify When Expires () Enable () Disable

Notification Period | |

@ Hep < Quick Link ==

4 Y—/NEERBERET A0, ABRBEROXTEEANLET ., TOH. Browse K4
YES Yy L, ABREEREERLT, YEEAEAAL Instal | KAV ES Y v
LET,

APITIE, @6 (CCABBRTHEL Y RITSNFTRBL . D2 ISTHER L8O
R7ERELTVET.

[ trstall Certificate HRBERORTBEANLES .
| Certificate-Key Pair Name |test_cerfficate |
Detas Browse R4 &V v L. SEAEEE
Certificate and key files are stored in the folder /nsconfig/ssy on appiance. / RLETS,
|Certficate Fie Name® |insconfig/ssifest.cer Gl Ees Pl = ) ‘ ‘ ”
Private Key Fie Name |nsconfigssifest key | (0] Browse (Appiance) = | =tcce | Browse R2LESYvIL, BERRL
Password |uuuu i-a_°
Certificate Format (@) PEM () DER

Netify When Expires () Enable (2) Disable lj\éé_#ﬂbfij'}? L.JiEBAED I+ —<

Noification Pericd | ) I“‘

@ Hep < Quick Link _nstal_|
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5. FHEIAE LY —/\IAENEE SN TS LZHRLET ., TOER, Y—/\GIHE
EHREEAE AT 5. Y—/GIRAZZERL T, BETO Link K2 V%5 1)

v LET,

NetScaler

N59.0: Build 67.7, Date: Mar 18 2009, 13:37:27

Welcome nsroot@172.16.96.30(ns)

2 {J NetScaler 172.16.96.30
i) System
J Network
J ons
= {JssL
Certificates
D Cipher Groups
cRL
] Policies
) s5L Officad
J AppExpert
‘{6 Compression
i Integrated Caching
’Jj Protection Features
{8 HTML Injection

‘[ﬂ Feature is disabled.

m

Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout

PREGEBAEA R ESN TS LEHRALET

Name: Ceriificate fiename Keyﬁenan; | Format ‘ Status | Expiry Date | Diays to Expirg
ns-server-ceriicate nsc SEIVEr.... Nsc server... PEM “alid Feb 17 22:51.... 5754
middie1_certificate Insconfig/ssimiddie1.cer PEM “akd Apr 23 12:03: 2936
middle?_certificate Insconfig/sslimiddle?. cer PEM Walid Apr 20 1512 2933
test_certmcate cer key  PEM Vakd Jul 709225... e

Y—/\FEAENRESN TNSHELHERLET

Details : test_certificate

¢ Favore

J Quick Links

2ad [ upaate

() Detats. . k] Remov

Certificate filename: /nsconfig/ssl/test.cer  Key filename: /n

5
Expiry Date: Jul 7 09:22:57 2009 GMT  Days t‘T‘;

<) Link

®

H—/GERAEEERL. Link REVEDV)VILET,

uniink <@ Cert Links ‘

[® Ready [#items [ IV nsroot

6. PREAENERREEGZYETDT, dRDIAAETZERL. KK20E2V v oL

id_o

|£| Link Server Certificate(s)

=

CA Certificate Name

|middle2_certificate /|

&) Help

_ox J| cese |

Link Certificate(s)

=

0

Successfully Linked:
test cerifficate

latd

TNEYEYREODREEIBAEEERLET .
A TlEH—/\FEBAE [tes_certigicate ] & B EEE
BAZ [ middlel_certificate |OFz—SFBAETH S
Fmid_gleZ_certificate.ﬂc‘:lftes_certigicate.ﬂ’é%ﬂﬁ('}"c
L\i o

REDHEZREAARTINET DT [THIKRS
VEI)VILET,
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Link R2 &0 1) vo LET,

NetScaler

Fr—VitAE L hREEIRAE E AT . F—2

GEAEZERLT. BEET®

NS9.0: Build 67.7, Date: Mar 18 2009, 13:37:27

Welcome nsroot@172.16.96.30(ns)

Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout

: Setlings

2 {J NetScaler 172.16.96.30

3

: Save

| Refresh All

: Help

| Q5m|ﬁ'neﬁe§h|\;amtﬁawmes|gﬂeb

‘[ﬂ Compression

(i@ Integrated Caching

‘IJ Protection Features

‘L@ HTML Injection 4

== i
J ons server... PEM Vaiid Feb 17 2251 5794
PEM Vi Apr 23 12:03: 2936
H = PEM___ vaid Aor 20 15:12.. 2033]
L] Certficates  key  PEM \alid Jul 7 09:225... 20
[ cipher Groups
CRL
[} Policies
) s5L Officad
{J AppExpert

{@[2) Feature is disabled.

\;:f Favorites ]

GMT

<) Quick Links

: middle2_certificate

Certificate filename: /nsconfig/ssl/middle2.cer
Days to Expire: 2033

[ add.. [ update... 2] Detals.. k] R

Format: P,
Expiry Monitor: Disable

<) Link... | & Uniink <2 Cert Links... ‘

[ Fr— AERBERRL. Link R E5UvILET .

@ Ready [ 1tems | 1 nsroot

8. THHAENEREEICKEYEIDT, dRDIAETZERL. KK20E2V v oL

id_o

-

|£| Link Server Certificate(s)

=

CA Certificate Name

|middle1_certificate v/

&) Help oK

Close

Link Certificate(s)

S

Successfulty Linked:
middle?_cerfificate

TNEYEYREODREEIBAEEERLET .
A TIEF z— 2 EEBAZE [ middle2_certificate ] & 5 S 5E
BAZ[middle1_certificate J& R T TLET ,

10

REDHEZRERARTEINET DT [THIKRS
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9. Vserve IZ, BELFY—NHAZLBORTEMF(T5-H. BERELY SSL —
Virtual Servers #ZRLET, TDERFERD Vserver Z:ER L., Open K2 ZEH 1 v
9 LET, GIAZOMTITUND Vserve DEREIE. TRTEEICKRTLTWSZEE
BRELTLET, )

N59.0: Build 67.7, Date: Mar 18 2009, 13:37:27

NetScaler
Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout
| Settings | Save Refresh Al \ Help
@ U system & |'%_Fmd|@ Refr3§h|.'3'§nﬁtyTﬁmjates \;,BmmuFawrites|Qﬂem
) Metwork L
U DNS hame a Iwiun !ID Address ! Dnﬂ! Erotocol lw 1"‘ 1 E‘H.Hﬂalﬂ‘\
@ ssL Vserver_test J DOWN J DOWN 172.16.96.99 443 851 Least Conne... NONE 100.00% 1 UPOD... |
& {J 551 Offioad
() virtuat Servers 3
Services
D Senvice Groups
D Monitors
D Servers
{J AppExpert
i[ﬂ Compression
(i@ Integrated Caching
UJ Protection Features
(@ HTML Injection "
= R : L 2
(@[2) Feature is disabled
— . 1P Add : 172.16.96.99 Port: 443 Protocol: SSL State: DOWN [Certkey not bound]  Effective State: -
tE—fl Navigation Pane J DOWN  Client idle time-out: 180 secs  Push: DISABLED  Push Multiple Clients: N0 Configured Method: —
A Least Connection  Persi: e: NOMNE  Persi e Mask: 255.255.255.255  Persistence Time-out (mins): i
<f) Quick Links J [ acd.. ~ [[ gpen.. | @ crave @ Disavie k) Remove [ AddRange.. [0 Statistics
Current runnina on is saved fuib. @ Readv [t item | ¥ nsroot

10. SSL Settings 2 12T, MEDY—/\GEAZEELRDORTERRL., AddRE2VET Y
JLET,

| £| Configure Virtual Server (SSL Offload) M
Name* | server_test | *) [P Address Based |P Pattern Base:
ok [0 <| 1Paddresst iz, 18 L% . 99 |

[ Enable Authentication Authentication FQDN | | Porte [aas |
State ) DOWN [Certkey not bound] [(Dsatle ] [ tetmorcvsener Range [| |

Services | Service Groups ' Poiicies || Method and Persistence | Advanced|' SSL Settings |

|_ssLParameters... || Ciphers.. |[ sSLpoices.. |

A i

Cerfificates Cerfificates | Type ‘CRL Mandatory
ns-server-certificate

@ tep

11
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. BRLUAEAEN BEAICKRTIENTVSZ L ZHEEL.KRE2VEI v I LETS,

|| Configure Virtual Server (SSL Offload)

| OX:F:

~| 1P Address* 172 .

scation FQDN |

| Ports

State \J DOWN [Certkey not bound]

Services 'y Service Groups | Poicies | Method and Persistence | Advanced ' SSL Settings |

| sstParameters.. || Ciphers... |[ ssLpoices.. |
r Awailabh r Configured

Certificates | Cedificates ! Type | | CRL Mandatory
ns-senver-cerificate |_ test_certificate Server Certificate |

middie1_certificate

middle?_certiicate

test_certiicate Add >
2 Hep

12. SERREMNIEEIZ Vserver E#TIF SN TLNAIBS . State A UP IZH > TSN T, FER

L/id_o

NetScaler

Welcome nsroot@172.16.96.30(ns)

N59.0: Build 67.7, Date: Mar 18 2009, 13

Monitoring | Configuration | Dashboard | Reporting | Documentation | Downloads | Logout

) system
) Network
J ons

S5L Offioad Virtual Servers

Settings | Save | Refresh All | Help

| %Eﬂ@'ﬂeﬁe@hfﬁnﬁﬂm@m

}:BAddeavuriIBs|Qﬂeb

Effective ... | IP Address |

Port| Protocol | Method

‘ Persisten.. |%Heaﬂh

W uP

‘U S50 Vserver_test
= {J 551 Officad
() virtual Servers
[0 services
D Service Groups
[ monitars
D Servers
) appExpert
‘Lﬂ Compression
i@ Integrated Caching
‘a Protection Features
(@ HTML Injection

m

WP

172.16.96.99

Least Conne... NONE 100.00% 1 UPD D...

(B 1 R S

{@[2) Feature is disabled.

Favorites

Details : Vserver_test

IP A
out: 180 secs
] Connection

[ add. - [2 open..

wQuickLirlks }

@ Enanie

: 172.16.96.99 Port: 443
Push: DISABLED
Current Method: Round Robin

Push Multiple Clients: NO  Configured Method: Least
Reason: Bound service's state changed to UP

Protocol: S5L  State: UP

R

Effective State: UP  Client idle time- -
=
-

Persistence:
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